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Ochrana dat pomocí šifrovacího klíče bez ohledu na

vaše odvětví, aplikaci nebo prostředí
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Jak si chráníte Vaše IT ?
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Thales pomáhá chránit vaše nejcitlivější data ať jsou kdekoliv

Discover

Umíme data najít , 

klasifikovat 

Protect

Citlivá data 

můžeme ihned 
zašifrovat nebo 

maskovat

Control

A přístup k datům 

(klíči) monitorovat a 
aktivně řídit
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Thales CipherTrust Data Security Platform 

Všechny klíče, secrets, certifikáty jsou spravovány v jedné platformě

Encryption and Tokenization Key management Discovery 

Discovery 

and Classification 

Database

Protection

Application

Data Protection

Tokenization Cloud

Key Manager

Enterprise

Key Management

Transparent

Encryption

Windowsáři, Linuxáci, 

Databázisti, Storydžáci –

používají jeden KMS

Jedna platforma pro Cloud i lokální IT, 

tak abyste měli Datovou Suverenitu 

Politiky přítupu na jednom místě , pro 

všechny typy uložišť dat. 
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Jaké use casy nasazujeme nejčastěji ???

Database (TDE) key management 
Storages, Big Data

Backup, VMs

Home-grown apps, web servers

TDE

PKCS#11

KMIP 

Clients

CipherTrust 

Cloud Key Manager
CCKM

CipherTrust

Transparent Encryption

CTE
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Máte data pod kontrolou, pokud je máte v Cloudu ?

Digital sovereignty refers to the ability

to have control over your own digital 
destiny – the data, hardware and 

software that you rely on and create.

W O R L D  E C O N O M I C  F O R U M
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Centralized Key 

Management and 

Encryption with 

(BYOE)

FULL CUSTOMER 
CONTROL

High

Customer Control

Low
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Keys Stored and 

Managed Outside 

Cloud (HYOK)

STRONGER 
CUSTOMER 

CONTROL

Public Cloud

Keys Externally 

Managed (BYOK)

PARTIAL 
CUSTOMER 

CONTROL

Public Cloud with 

Native Encryption

FULL CLOUD 
PROVIDER 

CONTROL

All Use Cases Supported

EKM         XKS

Jaké máme možnosti ?
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CipherTrust Transparent Encrytion – to si zamilujete !

CipherTrust Manager
Keys, 

policies, 

logs

Access

Policy

Approved 
Users

Users without 
permission

root/admin

1st step 

Apply 

policy

X
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Umí si to poradit i s Ransomware

CipherTrust Manager
Keys, 

policies, 

logs

Access

Policy

Notepad++ WordPad MSWord

X

Ransomware
Protection
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Thales is a Market leader in Data Protection

Market-
leading 
performance

PKI, SSL/TLS, 

code signing, 

database 

encryption, 

cloud,   

quantum, IoT,  

Blockchain, 

eIDAS & more

Highest 
security & 
compliance

Largest 
ecosystem 
of partners 
available 

Keys always remain in FIPS 140-2 Level 3-validated, 
tamper-evident hardware . It owns QSCD (Common 
Criteria) certificate as well as NATO.

the key cannot be 
compromised or stolen



11 Thales © 2020 All rights reserved

“Hope is not a strategy”



Thales  - The Market Leading Data Encryption

#1

#1
Payment HSMs

General Purpose HSMs

#1

#1 Network Encryption

MultiCloud Key Management
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Comprehensive platform


