RSA \\ L

Odporucania pri nasadeni MFA

Marek Ledecky
Sr. Territory Sales Manager, CEE, SEE, CIS

NNNNNNNNNNNN

©2022 RSA Securi ty LLC or its affiliates. All rights reserved.




RSA V.
Security starts with identity Shaa
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7 8% Vyuzivanie 2FA/ MFA sa

zvysuje

Organizations using MFA*
(up from 28% in 2017)
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An Increasing Attack Surface
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Hybrid Work Digital Experiences IT Modernization

_ Increasing Sophisticated and Automated —

Cyberattacks
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Unifikovany holisticky pristup k manazovaniu bezpecnosti identit

KTO

je uzivatel?

HELLO

my

=

Authentication

=  Multi-factor
= Passwordless
= Behavioral

K COMU

Ma pristup a ako ho
moze vyuzit’ ?

Access

Least privilege

Single Sign-on
Privileged users
Shared accounts

KDE

su identity ulozené a

ako s manazované?

Directory

ID Proofing
Password reset
Credential recovery

KEDY

by mal byt’ pristup
pridany, zmeneny
alebo odstraneny?

Lifecycle

Birthright entitlements
Role management
J-M-L automation

PRECO

ma pristup prave k
danym aplikaciam a

ma mat’ k nim pristup

UL
Governance

= Reviews
= Relevancy
= Policy

= QOrphaned accounts
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Utokov je spdsobenych

80% ukradnutymi alebo

zneuzitymi heslami*
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Nasadena 2FA - MFA je stale lepsSia ako len klasické statické heslo

Priklady utokov na ziskanie hesiel

Social Engineering Eavesdropping Exploiting the Odds

* Phishing * Man-in-the-middle - Brute force
« Spear phishing - Keyloggers * Password spray
« Credential stuffing * Shoulder surfing * Rainbow tables

82% of attacks involve the human element”

7 RSA



\ YOUR SRR
DENTITY TSR IR

2022: Rok utokov na MFA SETEIESHEEESS
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‘Top 3’ MFA Utoky 2022

Mar-2022 Mar-2022 Sep-2022
US NGO LAPSUSS Prompt Bombing
MFA Configuration MFA Provider MFA User
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Prompt Bombing
September 2022
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Prompt Bombing

Struktara Gtoku

1.
2.
3.

Uto&nik sa zmocnil hesla do AD
Uzivatel bol zahlteny poziadavkami na MFA (MFA fatigue / prompt bombing)

Utoénik sa vydaval za Uber IT admina, presdveddil zamestnanca aby MFA
potvrdil

Potvrdené MFA, pouzité na login do VPN and ziskal plny pristup do siete

Utoc&nik ziskal pristup do Microsoft Powershell scriptu, ktory obsahoval admin
hesla do PAM

Ziskal pristup ku ¢islam vodi€skym preukazov, emailové adresy, rodné Cisla,
databazu customer support a informacie o internych novo zistenych
zranitelnostach v systeme Uber
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P i @ Verify your Sign in request
Odporucania
i Jira
® Nov 29,2022 |11:30 AM

1. Vzdelavanie uzivatelov ®

€ng-access

® john.doe@rsa.com

2. Aplikacia Zero Trust principov enr e Bl

+ IGA: Limitovanie pristupov k aplikaciam sign in.

 Access: risk-based vs. network-based 1254

3. Vylepsena “Push-to-Approve” 9F30

* Code matching 6789

* Lockout po niekofkych odmietnutych autent. poziadavkach 5430

4. Vyuzivanie FIDO standardov

Reject | Q Approve
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2.

MFA je stale vasa najlepsia prva obranna linia

Nasadte MFA vSade

Neobetujte bezpecnost kvoli pohodliu

Vyuzitie tzv. autentifikaCnych metdd zalozenych na riziku na dosiahnutie aj bezpec€nosti a;
uzivatel'skeého komfortu.

Vyuzite moderné moznosti autentifikacie, ako st mobilné push a FIDO, ale pochopte ich limity

Dajte si pozor na defaultné predvolené nastavenia — out of the box

Majte back up plan v pripade “odstrihnutia od internetu” - tzv. offline
autentifikacia
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Complete

o . RSA
Unlfled Identlty On-premise
Platform Cloud

Hybrid

AcCcess Identity Governance
& Administration

Authentication
- Modern MFA
— Unified Authenticators

Hybrid H/A
- RBA - Governance & Lifecycle

- Single Sign-On — Cloud managed hosted, on-prem

- Integrations

Self-service Portal
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Dakujem
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