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Cyber Kill Chain*

Stages of a targeted attack

What is the KILL CHAIN?

The cyber kill chain, created by Lockheed Martin, describes the phases or stages of a
targeted attack. Each stage presents an opportunity to detect and react to an attack.
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What can happen to data?

Depends on the motive of the attack
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Conseguences of cyber attacks

TN S (Y Yrtete

=
Disrupted Data Ransom Business

operations - . theft/breach money reputation

D<A LTechnologies



Anatomy of a cyber attack
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The New Data Center Reality

Vaulting your data in an isolated environment
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Cyber Defense at the Data Layer

Network layer

Most of IT security investments are
at the network and application layers
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Protecting the Complete Data Landscape
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Data Protection and Isolation
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Key Characteristics of our Cyber Recovery Solution
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PowerProtect Cyber Recovery

Vault features
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Recover with CyberSense

01

Detect: Know When it Happens

Direct analysis of backups to detect corruption

Investigate: What Happened

Who was impacted? How much damage was done?

What was attacked? Listing of corrupt files.

Where is the source? What user account and ransomware was used?

When did it happen? What backup sets contain the last good version of data?

~
Recover: Minimize Down Time

Listing of pre-attack backups to restore business data with confidence
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PowerProtect Cyber Recovery

Data Vault restore path
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NIST Cyber Security Framework

A high-level holistic strategy that helps organizations
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