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Stages of a targeted attack

* Source: https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html



What can happen to data?
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Consequences of cyber attacks
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Anatomy of a cyber attack
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Cyber Vault
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Cyber Defense at the Data Layer

Network layer

Application layer

Data layer

Most of IT security investments are 

at the network and application layers

How do you fortify the data layer?



Protecting the Complete Data Landscape
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Data Protection and Isolation
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Key Characteristics of our Cyber Recovery Solution

Physical & logical 
separation of data

Isolation

Preserve original 
integrity of data

Immutability

Machine learning 
based threat 

detection, alerting 
and reporting

Intelligence Recovery

Fast recovery for 
minimal 

operational impact
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Recover with CyberSense

01
Detect: Know When it Happens
Direct analysis of backups to detect corruption

02
Investigate: What Happened
Who was impacted? How much damage was done?
What was attacked? Listing of corrupt files.
Where is the source? What user account and ransomware was used?
When did it happen?What backup sets contain the last good version of data?

03
Recover: Minimize Down Time
Listing of pre-attack backups to restore business data with confidence
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NIST Cyber Security Framework

Identify Detect Respond RecoverProtect

A high-level holistic strategy that helps organizations

Before During After

Assess 
risk

Protect against the 
known bad. 

Reduce the attack surface.

Detect suspicious and 
unknown threats

Mitigate the threat, 
understand the adversaries

Recover from 
the attack
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